Node.Jjs: how to encrypt a credit
card number

With Node.js we can encrypt a credit card number.

We first create a random encrypting key and then we use the AES-256
algorithm.

'use strict';

const crypto = require('crypto');
const CIPHER_ALGORITHM = 'aes-256-ctr';

const createKey = () = > {

let str =
"abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ
0123456789%%&/ ()=2?A"1 | []{}*+-:.;,_@#<>';

return str.split('').sort((a, b) => {return
Math.random() - 0.5}).join('"');

Iy
const key = createKey();

class KeyGen {
constructor(key, algorithm) {
this.key = key;
this.algorithm = algorithm;

cypher(str) {
let sha256 = crypto.createHash('sha256');



sha256.update(this.key);

let iv = crypto.randomBytes(16);

let cipher =
crypto.createCipheriv(this.algorithm,
sha256.digest(), 1iv);

let ciphertext =
cipher.update(Buffer.from(str));

let encrypted = Buffer.concat([1iv,
ciphertext, cipher.final()]).toString('base64');

return encrypted;

decypher(enc) {

let sha256 = crypto.createHash('sha256');

sha256.update(this.key);

let input = Buffer.from(enc, 'base64');

let iv = input.slice(0, 16);

let decipher =
crypto.createDecipheriv(this.algorithm,
sha256.digest(), 1iv);

let ciphertext = input.slice(16);

let plaintext = decipher.update(ciphertext) +
decipher.final();

return plaintext;

let kg = new KeyGen(key, CIPHER_ALGORITHM);

let enc = kg.cypher('41111111111112111");
console.log(enc); //

' F6NR6AEK475VsnH874uj2P9bxRCk8M0O14gWgDXpAg50="
console.log(kg.decypher(enc)); // '41111111211113111"



Bear in mind that the sole credit card number encryption cannot provide the
required security level according to the current standards. You need a
separate, protected infrastructure for generating and keeping keys online.
Further, keys must be rotated on a regular basis.

Security references

PCI Security


https://www.pcisecuritystandards.org/pci_security/

